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F5 Distributed Cloud DNS GUI

Form Documentation JSON

DNS Zone

| Metacata

DNS Zone Configuration

Cancel and Exit

DNS Zone

* DN Zone Configuration
+ Zone Type : Primary DNS Configuration
+ Primary DNS Configuration

+ Resource Record Sets

* Resource Record Sets.

* New Item

| Resource Record Set

12 ©2024 F5

Metadata ©

*DomainName ©

La

seription

DNS Zone Configuration
“Zono Type ©
2 Primary DNS Configuration
*Primary DNS Configuration O

© Configured with default values View Configuration >

Resource Record Set

Time to live
3600 x
*Record et

B x

Record Name

www x

Order  *IPua Addresses

1 111 x

Back

Select service v

DNS Management

oo
-]

Q

& Reset Al Fields

Actions.

Overview

Performance

DNS Load Balancers

Manage

Notifications

Service Info
!

Home > DNS Management > Overview > Performance

demo1-dashboard.mydistributed.cloud

Traffic Distribution ©

5.6K - 11.4K 1.4K-17K W 171K -22.9K W 22.9K - 28.7K

4

Total Queries (¢

B Total Queries:34.3K

Aug 13 Aug 20

Response Type (by RCODE) ©

NOERROR NXDOMAIN

Aug 13 Aug 20 Aug 27

@ support ~  (0)

(© Last 30 days v ( Refresh: Updated 35 min ago

Top Requests ©

www.demo1-dashboard. mydistributed.cloud 14K
txt.demol-dashboard mydistributed.cloud  7.3K
demo?-dashboard. mydistributed.cloud 3.4K
cname demol-dashboard.mydistributed.clo... 21K
www2.demol-dashboard mydistributed.cloud 766
www10.demol-dashboard mydistributed.cl... 749
www3.demot-dashboard. mydistributed.cloud 749
wwwS.demol-dashboard.mydistributed.cloud 748
www1.demol-dashboard mydistributed.cloud 748

www8.demo1-dashboard. mydistributed.cloud 747

Query Type ©

>

495%

TXT 21.4%

AAAA 19.2%
MX 9.9%
Ns 0.01%

DNS Query Rate (by Query Type)
A

AAAA

Aug 20 Aug 27 Sep3

Help @
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Record Type
A

AAAA

ALIAS

CAA

CNAME

MX

NS

PTR

SRV

TXT

DNS Load
Balancer

NAPTR
DS

CDs
EUI48
EUI64
AFS
DNSKEY

CDNSKEY

LocC

SSHFP

TLSA

CERT

Fields

List of IPv4 Addresses
List of IPv6é Addresses
Domain

Tags and Value
Domain

Domain and Priority
List of Name servers
List of Name servers

Priority, Weight, Port,
Target

List of Text

DNS Load Balancer
Records

Naming Authority Pointer

Delegation signer
Child DS

MAC address (EUI-48)
MAC address (EUI-64)
AFS record

DNS Key

Child DNS Key

Location information

SSH Key Fingerprint

TLS Certificate
Association

Public Key Certificate

Notes

Enter IPv4 addresses.

Enter IPv6 addresses.

Enter alias domain name.

Enter a tag and its value.

Enter domain name.

Enter domain and priority in the MX Record Value section.
Enter the FQDN for the name servers.

Enter the FQDN for the name servers.

Click Add Item inthe SRV Value section and set the parameters.

Add the TXT record.

Add the DNS Load Balancer record.

Enter regex based domain names used in URs.

Enter the signer to identify DNSSEC signing key of a delegated zone.
Enter Child copy of DS record, for transfer to parent.

Add uniquely identified MAC address as per the EUI-48 specification.
Add uniquely identified MAC address as per the EUI-48 specification.
Enter the AFS record.

Enter the type, protocol, algorithm, and public key.

Enter the type, protocol, algorithm, and public key.

Enter geographical details such as latitude, longitude, hemispheres,
etc.

Enter the fingerprint algorithm, type, and hexadecimal hash result of
the ssh key.

Enter the usage, selector, matching type, and association data.

Enter the type, key tag, algorithm, and certificate.

EATER(E. U TFZESRIISN, @

https://docs.cloud.f5.com/docs/how-to/app-networking/manage-dns-zones
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A=1— HOME>DNS Management

ﬂ Distributed Cloud Console
Home
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Welcome to the F5 Distributed Cloud Console

F5 Distributed Cloud Console delivers a set of networking, security, and app
management services that can be used to solve various use-cases.

Common services

@
Multi-Cloud Network
Connect

Networking & security across
clouds, edge and on-premises

00
Ol

Distributed Apps

Deploy apps in our global PoPs
(REs) or your cloud/edge sites

R

%3
Content Delivery Network

Optimize asset delivery with
content caching

<:_JE:>

DNS Management

Configure and manage primary
or secondary DNS service

®

‘ “*¢ Select service

DNS Management

(m]m)
(m]w]

Overview
Performance, DNS Load B...

Manage

Delegated Domain
Management

DNS Zone Management < 70547 lJ/th >9‘ IJ DNSE&I‘E

DNS Load Balancer
Management

Notifications

idit L

Service Info
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Additional Resource
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::% Select service

DNS Management

Overview

Performance

DNS Load Balancers

4 Manage

Delegated Domain
Management

DNS Zone Management

DNS Load Balancer
Management

20 ©2024 F5

Add Zone

DNS Management Manage

DNS Zone Management

Domain Name

‘ Form Documentation

DNS Zone

Metadata

DNS Zone Configuration

I Import DNS Zot

JSON

o RAA>ZEUTIBERIRERXFY (X, FARKFE
(A~Z, 0~9) -¥8BD/)\A1J> [-] TT
V"EDESIIESEEA]EIRDET

Metadata ¢

* Domain Name

Labels

Add Label

Description

DNS Zone Configuration

* Zone Type

. Primary DNS Configuration

*Primary DNS Configuration ¢

(@ Configured Edit Configuration >

IRARTBRAL 22N

Reset Configuration



Primary DNS FSEEIH

SOA Configuration A
DNS Zone
* SOA Record Parameters (©)
DNS Zone Configuration U Use Default Parameters

Zone Type : Primary DNS
Configuration

- Primary DNS Resource Record Sets Show Advanced Fields () ~

Configuration

Resource Record Sets ©
| SOA Configuration
There are no items added yet. Start by adding first item.

Resource Record Sets

DNSSEC Mode ® Add Item

Allow HTTP Load
Balancer Managed
Records

DNSSEC Mode

* DNSSEC Mode ©

" Disable

(] Allow HTTP Load Balancer Managed Records

Cancel and Exit Apply

21 ©2024 F5



SOA Configuration

SOALO— RDINSGA—FEEZERLEF T, T IAIMEZFIRAIT S EETEFT,
Flz. ERDEZERIDCLEARETT,
ERDEZERT DIES

I MEZERT DIEES SOA Configuration

* SOA Record Parameters (0

SOA Configuration ‘ . SOA Record Parameters

* SOA Record Parameters ()

*SOA Record Parameters G
U Use Default Parameters /
(©) Configured with default values View Configuration >

Use Default Parameters Defal

Use default parameters

Start Of Authority (SOA) Properties
SOA Record Parameters

Refreshinterval (s) C

Configure SOA Record parameters
86400

Retry interval (s)

7200

Expire (s) C

360000

Negative TTL (s) ©

1800

TTL(s) C

86400
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Resource Record Sets

Y —ZAL - RZEEFUET . XWind DRecord TypelRR—ZSBR U TS0,

Resource Record Sets Show Advanced Fields (1)~

Resource Record Sets ©

There are no items added yet. Start by adding first item.

a @ Add Item

Resource Record Set

Time to live (s)

\\ 3600 x \

* Record Set

& -]

Record Name (Excluding Domain name) ()

Order *IPv4 Addresses Actions

1 I
® Add Item

Comment

23 ©2024 F5 a @
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Record Type
A

AAAA

ALIAS

CAA

CNAME

MX

NS

PTR

SRV

TXT

DNS Load
Balancer

NAPTR
DS

CDS
EUI48
EVI64
AFS
DNSKEY

CDNSKEY

LOC

SSHFP

TLSA

CERT

Fields

List of IPv4 Addresses
List of IPv6 Addresses
Domain

Tags and Value
Domain

Domain and Priority
List of Name servers
List of Name servers

Priority, Weight, Port,
Target

List of Text

DNS Load Balancer
Records

Naming Authority Pointer
Delegation signer

Child DS

MAC address (EUI-48)
MAC address (EUI-64)
AFS record

DNS Key

Child DNS Key

Location information

SSH Key Fingerprint

TLS Certificate
Association

Public Key Certificate

Notes

Enter IPv4 addresses.

Enter IPv6 addresses.

Enter alias domain name.

Enter a tag and its value.

Enter domain name.

Enter domain and priority in the MX Record Value section.
Enter the FQDN for the name servers.

Enter the FQDN for the name servers.

Click Add Item inthe SRV Value section and set the parameters.

Add the TXT record.

Add the DNS Load Balancer record.

Enter regex based domain names used in URIs.

Enter the signer to identify DNSSEC signing key of a delegated zone.
Enter Child copy of DS record, for transfer to parent.

Add uniquely identified MAC address as per the EUI-48 specification.
Add uniquely identified MAC address as per the EUI-48 specification.
Enter the AFS record.

Enter the type, protocol, algorithm, and public key.

Enter the type, protocol, algorithm, and public key.

Enter geographical details such as latitude, longitude, hemispheres,
etc.

Enter the fingerprint algorithm, type, and hexadecimal hash result of
the ssh key.

Enter the usage, selector, matching type, and association data.

Enter the type, key tag, algorithm, and certificate.


https://docs.cloud.f5.com/docs/how-to/app-networking/manage-dns-zones
https://docs.cloud.f5.com/docs/how-to/app-networking/manage-dns-zones

Additional Resource Record Sets (A< 3>)

Resource Record Sets Show Advanced Fields @D a

Resource Record Sets © Addltlonal Resource Record Sets%iljﬁﬁ 3_5 t\ |§_|_ I<>(

There are no items added yet. Start by adding first item.

A >ORTERED WY - O—RETIL—E>
e Y BHEETT .

Additional Resource Record Sets ©®

Ther: o items added yet. Start by adding first item. “Show Advanced FieIdS”X 5 /]/Q“_ % On (: a_ 5 : t t ;QE
é A= —HERENET,

Resource Record Set

* N
fam; =®0‘) b joz Time to live (s)
’ 3600 < C |
R * Record Set
Descril ption

T A " ‘

Record Name (Excluding Domain name) ()

Resource Record Sets ©

There are no items added yet. Start by adding first item.

Order *IPv4 Addresses Actions
@ Add ltem

® Add Item
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DNSSEC Mode (ATJ'<3>)

DNSSECEBRICIT D E. XCDNSIEDSL 11— RBE&E AR L.

DNSSEC Mode DNSSEC DS Record& UCERRUE T, RSN DIEZ
* DNSSEC Mode E—-UT. BY—>emuc<rEsu,
Disable|
Disable
DNSSEC disabled
Enable
E DNSSEC enable
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SSIE

DNS Zone

= DNS Zone Configuration

. Zone Type : Primary DNS
Configuration

> Primary DNS
Configuration
| SOA Configuration
Resource Record Sets
DNSSEC Mode

Allow HTTP Load
Balancer Managed
Records

Cancel and Exit

27 ©2024 F5

SOA Configuration

* SOA Record Parameters (O

U Use Default Parameters

Resource Record Sets

Resource Record Sets ©

DNSSEC Mode

* DNSSEC Mode (O

U Disable

(] Allow HTTP Load Balancer Managed Records

Show Advanced Fields ()

There are no items added yet. Start by adding first item.

REX COREZT T L.

~

DNS Zone

| Metadata

Js..

DNS Zone Configuration

Apply

Cancel and Exit

Metadata ©

* Domain Name ©

‘ example.com

Labels C

‘ Add Label

Description (O

DNS Zone Configuration

* Zone Type (O

. Primary DNS Configuration

*Primary DNS Configuration ®

© Configured Edit Configuration >

€

) Reset Configuration

<2 Reset All Fields

<’ Reset All Fields

Save and Exit
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Trenrcligz, HUDODL A KU, BBVWIDNSH—/)NCEFZEITO>TLEZEL),

.’ Home DNS Management Manage
Uj rt
@ DNS Zone Management S
ii% Select service
Add Zone Import DNS Zone Tech Docs Watch Video (® Refresh
DNS Management
example.com
Overview
Domain Name Type DNS Records DNS Zone Deployment Status Name Servers DNSSEC DS Record Actions
Performance
DNS Load Balancers . ns1.f5clouddns.com,
example.com Primary 3 DNS_ZONE_ACTIVE
ns2.fSclouddns.com
4 Manage
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Home DNS Management Manage
@ DNS Zone Management . R . s L e She i
\, o RAAZEUTHEENRRNFIIE, FAREF
Select service
t Add Zone e Import DNS Zone (A"\’Z\ O’\’9) ° Elﬁﬁ@} \’I’j\/ I-‘J t“a_
DNS Management "/"%GDEE%(;EQEZ:EJ thd: D i@“

-= Overview
Documentati... JS... ‘ 2 Searc
Performance
* Domain Name
DNS Load Balancers

m—— | | RRARNT B RALASEEATS

Domain Name

I & Manage Primary DNS Server * Primary DNS Server

TSIG Configuration \ EE#DNS'U'_} (@IPT F I/Z

Delegated Domain
Management

TSIG Configuration
DNS Zone Management NV o~ Nd=E-31i
g Not configured Configure > Xz—j /3 lAEé:nn\

\I

carcl e
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TSIG Configuration (AT’ 3>

, A VvoX ‘ TSIG key name ©

| - BIfEDNSH—/\TER
ShTtuwaiEzAh

Select item v

Documentati... Js..

*Domain Name (©

Import DNS Zone ‘ ‘

Domain Name

Primary DNS Server * Primary DNS Server

TSIG Configuration

TSIG key value in base 64 format

TSIG Configuration ®
Not configured Configure >

Not configured Configure >

Apply

Documentati... JS... < Reset All Fields ‘ Q Search A VvoX

* Secret Type

Import DNS Zone ‘ U Blindfolded Secret v ‘
+ TSIG Configuration * Action
* TSIG key value in base ‘ U Blindfold New Secret v ‘
64 format
Policy Type
| Secret Type ‘ 3 Buitin . ‘

* Secret to Blindfold

BEIFZDNSH—/\CESE
. ENTWSEZAN
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.’ Home DNS Management Manage
Uj rt
@ DNS Zone Management S
ii% Select service
Add Zone Import DNS Zone Tech Docs Watch Video (® Refresh
DNS Management
example.com
Overview
Domain Name Type DNS Records DNS Zone Deployment Status Name Servers DNSSEC DS Record Actions
Performance
DNS Load Balancers . ns1.f5clouddns.com,
example.com Primary 3 DNS_ZONE_ACTIVE
ns2.fSclouddns.com
4 Manage
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it Select service

DNS Management

Overview

Performance

DNS Load Balancers

4 Manage

Delegated Domain
Management

DNS Zone Management

DNS Load Balancer
Management
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Home >

DNS Management Manage

DNS Zone Management

Add Zone

T Import DNS Zot

Domain Name

Fo... Documentat... JS...

DNS Zone

Metadata

DNS Zone Configuration

Cancel and Exit

Reset All Fields

Metadata ©

* Domain Name ()

IRART B RAL>%2ZAN

Labels C

Add Label

Description

DNS Zone Configuration

* Zone Type (O

. Secondary DNS Configuration C th >9‘ u EE;R

*Secondary DNS Configuration ©

/\ Not configured Configure

Reset All Fields \

Save and Exit @
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‘ Fo... Documentat... JS...

Zone Configuration
DNS Zone

Order *DNS primary server IP Actions

1 T SAYUDNSH—/)\DIPP RL R (BE(CIEHU TEHGENMT])

* DNS Zone Configuration

_ Zone Type : Secondary
DNS Configuration

Add | '
» Secondary DNS ‘ @ Add Item ’

Configuration

| Zone Configuration

secomgren  TsiG Configwation TSIGEFIAIT BBAICHE (XT3 )

TSIG key name

TSIG Key algorithm ¢

TSIG key value in base 64 format

Not configured Configure >

Cancel and Exit ‘ Back ’ a Apply
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Documentat... JS...

<~ Reset All Fields Q

Metadata ©
DNS Zone
* Domain Name ()
Metadata example.com

DNS Zone Configuration
Labels ©

Add Label

< Reset All Fields

Description (O

DNS Zone Configuration

* Zone Type O

" Secondary DNS Configuration

*Secondary DNS Configuration ©

(© Configured Edit Configuration >

Cancel and Exit
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- Reset Configuration

RIEX COEZ5T T i%

<2 Reset All Fields A

Save and Exit
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Home DNS Management Manage
ﬂ ) Support

DNS Zone Management

::% Select service

Add Zone Import DNS Zone Tech Docs (7 Watch Video ® . Refresh
DNS Management
Secondary
Overview
Domain Name Type DNS Records DNS Zone Deployment St... Name Servers DNSSEC DS Record Actions
&’ Manage Secondary 6 DNS_ZONE_ACTIVE ns1.fSclouddns.com,

ns2.fSclouddns.com

Delegated Domain
Management

DNS Zone Management

DNS Load Balancer
Management
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PerformancedV = 17— RADEE

1 Home > DNS Management > Overview
@ Performance

::: Select service ;
Add DNS Zone

DNS Management
i example.com a BEBLEWRAL SZOUSIEIUY Y
88 Overview Primary

Performance
9
DNS Load Balancers

DNS Requests

’ Manage

Delegated Domain
Management

DNS Zone Management

DNS Load Balancer
Management

43 ©2024 F5
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_ RequestsO09 EIENET

) Last 24 hours 7 Refresh: Updated 14 min ago
—_

Traffic Distribution Top Requests
2-8 9-15 M16-22 W 23-27

aaaaaaaaaaa

ERI =T o : L YSTZ RSB
RAL>2HBVURX B

[

Total Queries Query Type

B Total Queries: 50

KRIITO = -~ | JTUSALTRID
SIUD | I I — | snzEa
EXRISA P |!ﬁ - | R B T I (. =

Response Type (by RCODE) DNS Query Rate (by Query Type)

H#%yut“@ NOERROR NXDOMAIN ? A NS SOA MX @ TXT DNSKEY
&A1
uE
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Dashboard Requests

v Add Filter

NOERROR (@ SERVFAIL NXDOMAIN RE

23 Jan 16:20 - 24 Jan 16:20

FORMERR NOTAUTH

o

Jan 23 9:00 PM Jan 24 3:00 AM
—
Time RR Type Requested Record
24 Jan 15:48:06 A ameetpal.in

JSON
1+
2 "timestamp': "2024-01-24T06:48:062",
3  "country_code": "DE",
4 "domain": "ameetpal.in",
5 "query_type": "A",
6 "response_code": "NOERROR",
7 client_subnet": "2001:4ca0:108:42::21:d",
8  "dns_zone_name": "ameetpal.in”
9}
24 Jan 14:17:12 MX ameetpal.in
24 Jan 14:17:12 A ameetpal.in
24 Jan 13:22:09 A ameetpal.in

Return Code

NOERROR

NOERROR

NOERROR

NOERROR

©

:
>

Client

2001:4ca0:108:42::21:d

143.215172.85

143.215172.85

54.218.126.50

) Last 24 hours > Refresh: Updated 7 min ago
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