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2. BEIBNZZIETDICHD
F5 Cloud Status®HY2J XS5 1 J5%7E

FSIEERBIIR R =1 —)LAS T F O RERMLE 00 e Soresoises nel
9. AT FIXICHTDIERNO. BEEFHR. F ®
WEODH—EXARF—HFRREF. BLTFOYA KT
NEULTVET,

. F5 Distributed Cloud Mai - i of F5 Services - 10 October 2023 © a €« A
About This

F5 Distributed G ? O noreply
edge, multi-clou

Wednesday, 27 September 2023 at 2:34 pn

To: O Foo-Bang CHAN

https://www.f5cloudstatus.com @

DY A bdD"Subscribe To Update" kD, EX—)L. S —
WebhOOk\ Ato m/RSSt“O)'U'j\XG 5 /r j\b\\ﬁjﬁgt“ g_o Scheduled Maintenance of F5 Services

[+] Custome

L \Tnb\d)ﬁiﬁt“ﬁfu % %{% 3_ 5 : t %}Eﬁ L/ af 3_ o reane Upcoming scheduled maintenance notice

This is a courtesy notice of an upcoming maintenance window for the following F5

Schedule:
- Start Time: Oct 10, 2023 - 8:00PM UTC
- Complete Time: Oct 11, 2023 - 01:00AM UTC

Services:
- F5 Distributed Cloud Mesh
- F5 Distributed Cloud Console

Maintenance activities:
- Rolling updates across individual Regional Edge sites, non-disruptive to
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https://www.f5cloudstatus.com/

3. BREDRE UIZIZSDI A AL —> 3 > 5c0DhiEER

F5 XC WAAPDIZAEH7R— N T, ® caren

:: Select service %
Looking for help?

UFDIDDSETHR— hFow MR TEE T, e

Tenant Settings

(REBETOMILEEDET) S —

© Login Options
Public IP Addresses

Quotas %’ How-to Guides
O Create

« FSXCR—FILDBDFIY hORE

IAM Encountered a problem?

ate, discover, deploy, secure and observe

« support@cloud.fs.com  FEMA—)L

® Support

API Documentation
]

e of the methods below.

& Read technical articles with

@ Install in Cloud or Edge
(] Guides, prerequisites and requirement

API des:

New Support Request CallUs
=== Get Help
[ ] % = e Contact our Support team if you've encountered technical issues. Contact our Support team via phone.
u} Requests
@ Create New Support Request S call Now

Fov ORI EIRE L. IFDFAQESIR S IEE UL,
https://f5cloud.zendesk.com/hc/en-us/articles/4405850494999
https://f5cloud.zendesk.com/hc/en-us/articles/11084950465943
https://f5cloud.zendesk.com/hc/en-us/articles/10170577267863
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5. 2

criptions

]

Support

Help ©®


mailto:support@cloud.f5.com
https://f5cloud.zendesk.com/hc/en-us/articles/4405850494999
https://f5cloud.zendesk.com/hc/en-us/articles/11084950465943
https://f5cloud.zendesk.com/hc/en-us/articles/10170577267863

4. 7 5— MBEHIDBEIME

F5 XC Tl 75— MNB&I%ZE XA —)L. SMS. Slack.

PagerDuty. OpsGenie. Webbook TiX{ETCE X, it

Degradation detected: HTTP ded
18 Oct 9:13 AM Security Maijor L7 DDoS R e v SEREIEEEECS

ERO TS — NEBRIZZNTNRRDET ., EDLSR: T
75— NOIEIETBH, FSXCTPS— RUT7 LY 2%

EEEZ:\J\ L/ T < 7—:\‘ é l/ \ o Add Alert Policy Refresh

FSXCT7 S — U T 7 L2 RADFHBICDNTE. TS
“ Q_ foobz
https://docs.cloud.f5.com/docs/reference/alert-ref ooba-crticalale I

To: O I
foobz-17-ddos syste

FIHLUTWBH—EXICDULYT. Severities®"Critical” foabe-securiy-aler et
t. " M aj O r "0) 7 5 - I\ﬁ%u % E’)(-L\j.],fb g_ 5 : & %}qu‘;}t Lj i g_ o \Za::::::: 1 alert that needs your attention. You can learn how to handle

foobz-slack syste them properly in Alerts reference.

@ 1 Alert Detected

Firing Alerts

& Labels

alertname = L7DDoS
urity
S

severity = major

tenant = f5- G\ ©

ui_url = https://f5-|
1

R /notifications/alerts
httr

vh_name = ves-i
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https://docs.cloud.f5.com/docs/reference/alert-ref

5. Security Events& Request LogsZ MEBADSIEMICIE{SE

FSXCT(d, HTTP LBDZ I RAOT ThDRequest  oiimgmae
Logs & WAAPDALIE 1Y TdpDSecurity EventsdDfr
FFHRfEN D 5 U DERTE AL CLE T,

Add Global Log Receiver Tech Docs Refresh
Security Events— 30 Hf# e Do
Req u est Log S_ 7 E FEﬁ foobz-global-log-stream shared

AUdrt LogS - 30 E FEﬁ splunk-cloud-glr Global Log Receiver
(Dashboard®Metrics — 30 HRH)

* Log Type
splunk-ent-glr (
Request Logs

Request Logs

F SXC (:ﬁﬁ ént L \ 5 D g“d: D E E < D g“%{%}% Send Request Logs (corresponding to Load Balancer access logs)

Security Events

3_ 5 (: (3:\ :n 15 d) D 0‘\%91\?5“3@5 I E M \\/Zj—_A (L____ Sen'd‘Securit\/ Ever;ts (corresponding to e.g. WAF blocked events or
N — S NTva malicious requests
ﬁ{éjé (G t%*&iﬁ L/asg_o Audit Logs

F SXCT\\ (j:\ G | O ba | Log Receive r% Erxl-'}:'_.E L/ T . D g Send Audit Logs (corresponding to Public Audit and Authentication)

ZSIEM(IOXEIT D ENTEETY,
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6. F5 XCD/\J U J1P&EEIZ AV S > Y —) HllDAllow Lists(C
EIL. DIPY RLREEBEZD OY D93

F5 XC WAAPZ/\A)NA UTe 7 O RZBE<Tesh,. AU
-/ MHllottFa2 U #E OL—5—. TJ7A 74—
JLEE) T. F5 XCD/\T Uy OIPEEINSDH 7717 X %5
aIdBdEDICUET,

F5 XCDJ\T'Uw JIPEEH (F. LATDR—=0D" Public IPv4
Subnet Ranges"ZZ R <20\,

https://docs.cloud.f5.com/docs/reference/network-cloud-ref

CO—E(F FULPOP BMBRENCEE(CEHR=NDS
ENHDFET,

10 ©2024 F5

Applications hosted on any

loud prem
/ I
App
S
o
|.|q' p ACL /L4 FW
Web Bot Attackers m
O KQ\ Public facing resources
(1)
)
v" DDoS Mitigation

v Next Gen WAF
v" Bot Protection
v" API Protection


https://docs.cloud.f5.com/docs/reference/network-cloud-ref

7. Malicious User DetectionZBZMt (BEAT S 3>224)

#&*j&?% %53% Lj tl—ﬂ:@}}f\gg % L \*ﬁtlj (: (J: D . Z:J—-E :::Lt: for IP-216.173.99.29-TLSFingerprint-a3afc2c46bada7d7fbelcfb7a3031c2f
A—YNoDT7 IR EENTDIIENTEEXT,

ASN 205659 Activity for IP-89.42.201.131-TLSFingerprint-a3afc2c46bada7d7fbelcfb7a3031c2f
City Frankfurt Am Ma

ANIEI—T DB (C (L. E{S7TIP. TLS Fingerprint. Cookie.  ane o
ANV ZOHEFENDEZFIRATDICENTEET, Doossess © eseon O P cee s
TLS Fingerprint &IX{E7TIPZ 1 — 5B (C(ED &, 35183172 Timeline

19 Oct 05:58:52 Risk Score

BT DD, RVIBIULEZITAEI S

19 Oct 05:33:19 Risk Score

Risk Score

¢ Risk Score: 100  Blocking_Temporarily,

19 Oct 05:43:52 Risk Score: 100 2 Request were from high risk IP 89.42.201.131 in last 33 seconds.

BBEHEF. URIR—RFTO—FICEDNT, UFDL oo e :
SIMENUNBZ SN T E T Y

User Identification Policy

19 0ct 03:03:12 ¢ Risk Score: 1

19 Oct 04:35:27 () Risk Score L .
* User Identification Policy

i H |g h Rl S k¥u EO)]_ - -U‘-‘% \ ZOﬁFEﬁ j‘ D \y 0 19 Oct 03:03:12 Risk Score: 1 arcadia-demo/tls-fingerprint

19 Oct 04:35:27 Risk Score

«  Medium Risk¥IEEDI—T(C(E. CAPTCHAF VL > 101030257 riskscore* liious User Detection

19 Oct 04:08:12 Risk Score

 Low Risk¥¥IEI1—Y(C(FJava ScriptFv L > =% erabe

19 Oct 03:02:57 < Risk Score: 1

19 Oct 04:08:12 Risk S L . .
¢ D) Risk Score * s User A And Chall

19 Oct 02:38:17 Risk Score: ¢ Enable
x: COBEEDFAIC(E. T RAS SAEANETT

19 0ct 00:15:42 ¢ Risk Score: ¢
Custom

arcadia-demo/mitigating-control
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8. UV —RAZHEYI SI—o/0—RIHUT,
Rate LimitingZ B3t (BAD >3 >31)

AU H—)NDUY—2EZEL <HBETBLORTI —
X/_I_:’I/\/ I\b\\ﬁﬁj5b}%é\ %n‘:\b(:i‘j LJT\ I/_ I\IL:EIJBE API Rate Limit
RETD LR LTS ES0N,

* IP(s) Allowed without Rate Limiting

FROKDIBTILIRA > M. WAFKEEZ DB E i
NEMETBRIC. VY —X %z BINEZ(TD0]EE e e

HNBDET,
FIo. RFE(L. L7DDoSHEDLHICHEB/RN T,

Not configured Configure >

API Endpoints

(©) Configured Edit Configuration > Reset Configuration

S COMBEORIACE. 7 RAY SAE>INRETT

12 ©2024 F5



9. IP Reputation ZBZL

LE17—2 3> 27 OEVEEIDIPT RL-Z (Spam
Source /R bhrw s, Tord OF2 730 E) D770t
ZIEMITDCENTEET,

LE2F7—23>7—AIR-X (&, BERFEHRNTLET, [/

IP Reputation

U Enable

LE2ST—2 3> X7 DEVEIDIPT KL A5 772
TR ZFE] I DHFRIIRIBRATEVRD . SREZBIMET D
CEEMBEUET,

* List of IP Threat Categories to choose ()

Spam Sources Windows Exploits Web Attacks
Botnets Scanners Reputation Phishing
Anonymous Proxies Mobile Threats Tor Proxy

Denial of service Network Attacks
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10. L7DDoS Auto MitigationtEEDERfE

BVWLT—FD, [DEFELEOREREDERERUITA S ,

DENSZE(C. L7DDoSIENRF END & CDFTEIC I e =

KD T, HFETIPT RLRAZ 7T ULIZEFILEN B ER(C
ZOﬁFEﬂ\ '/f".l_'bni@_o §

207 I DIRANEHARI &0 D & BB (CHEFDALVE (3A7
RSN, GUIDU X RERRNSEBHIBREINE T, s SPaes

httpstat-ddos-Ib-

20231018021213-13 203 IO/ 32 Block Oct 19, 2023, 6:40 AM Oct 19, 2023, 7:00 AM

L7DDoS Auto Mitigation(Zwy I B EESNTH DERNLT o 4
EFE B A, DefaulRETIE. “Suspicious I LIZ#IET S, vmemn | we | wwees s
F2J0Ovo. ENLSNDEETTIC(T)avaScriptF v L > =H PR st i

ThNE9., /EEGF. UTOLDICEEIBCENTEE
95 A

e ]
5 cit-osa
3 et ..'l'
PN Bt
g §o TRy
. Aitche >
DoS Protection :
. gIEN |
* L7 DDoS Auto Mitigation . W TG
.
[ Defaulf ~ ] o4
%Y
Default ’ ':s‘m

Block suspicious sources and serve JavaScript challenge to rest of
traffic

Block
Block suspicious sources

JavaScript Challenge

Serve JavaScript challenge to suspicious sources

14 ©2024 F5 @



1. BRI VT —S3 AN)VAF I Y I DIERK

HTTPANILAF T WO ETCPANILAF TV O%, IEL HBL)
DIFBDEZHBLFT,

Health Check Parameters

HTTPD 77 T UG =232 (WU T, TCPNILAF TV I%Z

* Health Check

FRTDZEEFTEXRIN. HTTPANLAF TV IOZRALD TGP HealthCheck
(EFDSH. EFEDRFT—HRAZXDECHERTDZENT
g i g‘ o Send Payloal Metadata

Name: healthcheck-http

expectedre Health Check Parameters

Health Check: HTTP HealthCheck

HTTP HealthCheck

() Configured View Configuration >
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12. RoutesESiE(C K DFEIRINBNDEIR

RoutestBE(C K> T. PATHY®HTTP MethodZ &4 & LT,
—HITBVIITRA &, BEOAVZ T —)LICERXRUTE
D, BIDURLICUS A LT KULIED. HTTP LB SEEINE
HIRYT WD EEEIRTEXEY,

16 ©2024 F5

* Route Type

Simple Route

HTTP Method

ANY

* Path Match

Endpoint Subsets

Prefix
* Prefix
/
Headers
There are no items added yet. Start by adding first item.
| @ Add item
Port Match
No Port match
* Origin Pools
Type Name Weight Priority
Origin Pool arcadia-frontend-pool 1 1
| @ Add item

* Host Rewrite Method

Disable Host Rewrite

Advanced Options

Not configured Configure >



Advanced configuration

13. Blocking/R—>DHRAAINA R o

. Default

* Mask Sensitive Parameters inLogs C

. Default

* Blocking Response Page C

BlockingR—=(C (. HES/I\RDIBEHRZZHDZEMNE [ coon =
35 LJ L \ t éﬂgsg_o Response Code

| 200 0K

F5 XC WAAPTI(&. Support IDEMENDUITIA MMI—E Eeckig Responss PageBedy €
DIDZRRENDCENTEFXFT ., CDIDZEFRRSETH @Text O sasees

<html><head><title>Request Rejected</title></head>

< : t t“ \ IJ OIX I\b\‘I 5 - (: Td: j 7— B,‘_RO) Fl:ﬁ k/ \éb -@j‘j- <body>The reggested URL was rejected. Please cqnsult

with your administrator.<br/><br/>Your support ID is:

}IE%XA_Z‘(L'?—.I_- 5 : b“t“ % i a_o {{request_id}}<br/><br/><a
href="javascript:history.back()">[Go Back]</a></body>

PEKF. COR—ZDEARAIANAXTBRCENTEFET,
F A )L MOIEEI— R(F200(0K) T3 D . 403(Forbidden)

TERBVRSERLTLIZE WV, COIEET—=RICDWT I o oo — _

:E)\ EE?%L&(&T bta_o € > C 0 aoacadio- . 2 O X U@ S O 0 (p® » 0O ()

Thank you for your patience and understanding.

Unfortunately, we are unable to serve you right now. Please comes back later. Your
supportid is "f0307333-5a06-436f-92fb-4e831e6de79a" when you contact us.
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14. 72U —<,3 > DTimeoutfE &

RetryfRUS—DHRAIIAL X

I —23> & ICEBHREBECEITDIEFE
ZRH>TCTULET,

FIAILKTE, AU T —)LD "Exception Handling"5%
TEdDConnection Timeout(&2# (2,000msec) TY ., D%
TE(CKD, FBFDOA D> H— ) \A\OFRIEGDT 1 T
7 MEF2H ETRDET . FSXC HTTP-LB HR2#LAA(C.
AV H—) W BSIREZERVSE. F5 HTTP-LBIE., &
SATNNIHUT, 503 T5—%=RUET, AU
H—)\OEFHAEVRREIC, 503 LS —DZFZEEL
Tb\i&E'z (C. AERTEEZ. FHIZIL. 10# (10,000ms) RE
ZEITINEENGDINELNEE A

FIAJLNTIE. F5 HTTP-LBDRetry[EI#%(d 1 BT,

Routess%TE D Custom Retry Policy(CT. E(CIHUTEE
IRDZENTEFET,
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Exception Handling

Connection Timeout (ms)

10000

HTTP Idle Timeout (ms)

300000

Miscellaneous Options

* Select Retry Policy

Custom Retry Policy

*Custom Retry Policy

() Configured with default values View Configuration >

Number of Retries

K




15. App Firewall(WAF)MDBlocking Mode COD:&EF

21U DEEMNSI(E. AppFirewall(WAF)Z Blocking
T—-RTERAIDCENELZLLTT,

4R 4&N(False Positive)(d. XCO>V—)L S, EGEI(CER
WERTECETET,

AppFirewallD7 7 A )L hD/RU S —T(E. "High”
E'Medium" DIFE D IRF v IMERSNTVET . I
(E. R EBIREDINS O X ZEEBUEEIRTY,

HERIL. "High”&E"Medium”. "Low"D3DDIEE DT
FF v EEHENDT TR —ZER T D ENTEET.

F/z. BRHEXRD Attack Type" (FETBEZIERD TWLET,

HEERIE. BE(CU T, ERID Attack Type" &3 (C T
BDENTEFET,
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Metadata

* Name

corp-waap-high-to-medium

Labels

Add Label

Description

[

* Enforcement Mode

Blocking

block

allow

block

arcadia.apac-
sp.f5demos.com

sp.fSdemos.com

arcadia.apac-

/

Add to Blocked Clients

Add to Trusted Clients

arcadia.apac- Create WAF Exclusion rule



16. L 7h— MNtBEDER

LR— MERECKD, D—EXRDMERFvIT> 3wy b
AclECEE T,

IS U ERNGRERE T, REACEBFA-ILT
DIX(ENFIEET I,
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Web App and API Protection
WAAP summary
Tenant: f5-apac-sp-yhsgmcye
Namespace: arcadia-demo

Weekly Report
June 2, 2023 08:00 AM UTC to
June 9, 2023 08:00 AM UTC

Security Events Breakdown

Total Security Events

2.4M

WAF Security BotDefense
Events Security Events

2.2M 14K

B Blocked 149K B Blocked 14K
Allowed 2.1M Allowed 0
Threat Details

API Security
Events

0

B Blocked

Allowed

WAF 2.2M
BotDefense 14K
API 0

Service Policy

Service Policy
Security Events

0

0 B Blocked

0 Allowed

0
0



17. Bot Defense®D;EH (BEAT S 3 >2289)

Bot Defenseld. 517> MU SEFHIRT L X MUIEER
HZINEL, TNEEEC, UOIX MO EEMEESNIZED
DOIEHIZEREICHELE T,

ABEBEC KD, 7HDO REOBDEFEOSERAREITAZ
ITOEKEEIIRY bzEigt, BITEET,

LA RUDWREL. TTOTDFE(FavaScript,. -1
T4 JE/I\AILTTUDIZEF. SDKICTITWET .

Bt EHIESNZVUOIT A ML USFA Lo MEBELLIE
JOw28LiE%F5 XC HTTP LBICTfTLY, AU >H—)((C
FZET BHEICENUNEEITLVNET,

S COMEEDFIACE. 7 RAY SAEADPBETYT
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Bot Protection

Bot Defense

Enable

* Bot Defense Region

Asia

*Bot Defense Policy

© Configured Edit Configuration >

* App Endpoint Type

Order Name

1 trading-login

2 board-of-direct...
3 contact-form

Traffic Overview

Total Traffic

61.7K 7%

TTTTTTTTTTT

wwwwwwwwwwwww

Reset Configuration

Methods Protocol
POST BOTH
GET(Document) BOTH
POST BOTH
Traffic By Category
Total Traffic
61.7K + 7%
l 61.7K
aaaaaaaaaaaa
925
o
5.3K
5.5K

Path Mitigation Action Channel
Prefix: /trading/auth.php Block Web
/team.html Flag Web
[create_form.php Block Web

Bad Bot Traffic Overview Protected Apps Overview

Defended Applications

Top Attacks
55.3K ¢ =4
1111111

) Mitigated

Flagged 401K




18. Synthetic MonitoringDiEAIC LD —
MTTR(:IZi"JﬂfiEH#FHEJ)U)ﬁU:ﬁE

F5 XC Synthetic Monitoringld. HTTP(S)UZJ T X b &DNSY

ITUZREML. 7TUT—23>0etz2FIvIdd
SEERY—EXTT,

7Y T4 I HEE. NILULAF TV OIODREICKID. 7
U —2 3> ORENEDTE
FHERE (TR D, MTTREEEEZIBRERD) =58 ELFE I,

EZ3H5E &~ LT FSXCOPoP EAWSDRegionZIEE T, 8
AREY S — S DRV BIEET I,

E:

AHEEE(L. 500,000(500K)[0l/HfEE TBase PackagedD = -
> AN THIFARIEETY,

BIZ(E. —DDHTTPS) 7T UL —3 3 > DER%Z1DDE:

RTh5. 1DREIRTITOHZE(E. £943,200EIDFET LD

353_0
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E{b/RIfRE™. 75— bd@

nnnnnnnnnnnnnnnnnnnn

ss aysto Trend ® Gurrent Latency hug Latency Max Latency
Healthy 96/100 51 Steady 436 ms 424 ms 803 ms
fo  CGlobalRes ponse Time Breakdown
p m
httpsi
e 352ms
Availability
ity
wwwwww
AWS ap-southeast-1 Response Time Breakdown
Current Health Trend ® Current Latenc y Avg Latenc! y Max Latenc y
Healthy Steady 257 ms 254 ms 309 ms
DNS Lookup B TCP Connection B TLS Handshake W Server Processi ing M Content Transfer

7:45 AM, Oct 25 8:00 AM, Oct 25

8:15 AM, Oct 25

8:30 AM, Oct 25

Response Time by Region

eeeeeeeee

ms)
S ®
2 g
8 8
(< <]
s = =

Respt Tim
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