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F5 Distributed
Cloud Services

(BE#5EXC)

Application Security
Service

Multi Cloud
Networking/Network As

A Service

Managed Kubernetes
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Multi-Cloud Network
Connect

Networking & security across
clouds, edge and on-premises

.
Multi-Cloud App Connect

Connect apps across clouds,
edge and on-premises using
Load Balancers

r 0
)
|
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Application Traffic Insight

Recognize and monitor all client
devices that access your
applications

Shared Configuration

Create and manage shared
configuration objects

>

>

>
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Distributed Apps

Deploy apps in our global PoPs
(REs) or your cloud/edge sites

Web App & API Protection

Create a proxy and configure
WAF, Bot, and API security
services for your apps

@) @D

Q
Client-Side Defense

Monitor and mitigate fraudulent
app requests at the client
devices

&R

Audit Logs & Alerts

Review logs and manage alerts

>

Content Delivery Network >

Optimize asset delivery with
content caching

33w
U\S\)g
DDoS & Transit Services >

Secure your infrastructure and
apps against L3/L4 DDoS

attacks

[ Private Preview]
Private Preview
NGINX One >

View, monitor, secure, and
configure your NGINX fleet.

=]

Billing >

Manage billing and payment
settings

<>

DNS Management

Configure and manage primary
or secondary DNS service

®

</>

Bot Defense

Deploy bot mitigation for F5
BIG-IP and other 3rd party
services

N
Observability

Easily monitor your critical
applications and systems from
regions around the world

28

Administration

Manage tenant settings, users
and personal account

Additional services available
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WAAPDZ#8E(L. HTTP Load Balancer® Lt TEIE
(3%¢L3/L4DDoS ProtectionDi#HElL. Regional EdgeEiE(CEIE)

: Bot Defense .
App Firewall DDoS Protect -
pF()WAF) (Shape based = ([% S API Security
function)

HTTP Load Balancer

DDoS Protection
(L3/L4)
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HTTP Load Balancerb\&8){E 9 B15Fh

Regional Edge (RE)

Gj —> app

Distributed Cloud Public/Private Cloud

Global Network
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Customer Edge (CE)

Public/Private Cloud
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BGP AnycastlC Kk SSNAT (HTTP LB on RE)
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London

Europe
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HTTP LBHhMER I AVIPOFESHA(HTTP LB on RE)

(Default VIP) F5 [CR D CGERPICEESNDAIREMSD D

/\.

Namespace A | namespace-a

HTTP
Load Balancer

|

Dedicated VIP o Tenant(TH UL T—DEND Y TSN BPublic IP77 RL-X
Tenant
$tenantname .

Namespace B | namespace-b

HTTP

HTTP
Load Balancer

Load Balancer

5 JA#)L K" Advertise On Internet”/= &
Dedicated VIP Z{fFHd >

BJZDI=s. DNSTIZCNAME TOIEEZHES

Public IP
(Additional VIP)

1BANSKU(F5-V-O-ADN-MSH-PBVIP) T, EIEDIPI?
IS4 T7> RDOSNITHEH WE NLR7ZHUS. FIFIRJEE " Advertise On Internet
- (Specified VIP)”
St T ASER «  DNSTI(FAL-O— RTOIEEN AIEE
https://docs.cloud.f5.com/docs/reference/f5dcs-public-vips
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VIP & Load Balancer& FQDN & SSLH—/ GIEEEE

1DDLBT, E#(32EFET)DSSLY— /) GIIAE & RIS HE
(DAL RH— RIEBBESE UL (ISANOFIAEHEEE) -

1 DMDHTTP Load BalancerlCRE CTEBFQDNII32{EE T
(O1IVRH—REEZSE. I *.domain.com)

C t- f- t / \ Basic Configuration © Resetallfields  Show Advanced Fields @D
e r I Ica e Lstof Domains
F Q D N Volto1.fSentse.net x ®
t

J

HTTP
Load Balancer

FQDN

Certificate

( )

FQDN
Certificate \

% —

Dedicated VIP
(Default VIP)

HTTP
Load Balancer

) FQDN
Certificate
X ) FQDN

.

E) | |

Public IP HTTP [
(Additional VIP) Load Balancer
" HTTPS with Automatic Certificate v
—D®DLBAT. HTTP/HTTPSDHF (IR (E—2’O0JINTDRILFR— MMEIHR—B),
HTTPSDLBE UTC. HTTP->HTTPSUA AL LU hEEB3C & (30JHE
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« HTTP Load Balancer CfEEFA L CLY\BVIPICXIE 9 D "Host

Name”(ves-io-xxxx.ves.io)ZCNAMEL- J— R &EULUT. H
EZHENEIB I BDNSH—) ANEEk,

¢Public IP(Additional VIP)Z{EH LU T35, BEULL
(FCETETEIPZ{ERA L CLBIHEIFAL O— RTOEEK
1]

DNSL — RE%ELHI

CNAME P ves-io-1ab972ff-1e45-4c0b-8e1c-7e6e139e5b3b.ac.vh.ves.io

S

\mozmmse_net
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XL FHMER SN TL\/ZDomain Delegationt—E X (3.

« XC Primary DNSICT. &R RXA > DY — > Z/ERK
(“Allow HTTP Load Balancer Managed Records” = 8&%/)

o LDIB%. FRVERR UTEHTTP LBICERTE USRI RXA 1> D
FQDNDAL 11— RHOXCODNSHNTEENERK=ND (A
Ld—R&EUTHER)

- PEBHENEETIDNSH—/(EULLELZX )N,
MR R AAZDNSLI— R EULT. F5XC Primary DNS
Namet—/ (B & S &%

DNSL J— RESZEH

Record name v [ Type ¥ Routin... ¥ Differ... ¥ Alias v Value/Route traffic to v
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ns2.fSclouddns.com
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- Custom Certificate ~ Automatic Certificate
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WZ4#% . HTTP Load Balancer(ZC&ix U, BEEEMF CTEM
\ . DNSDY—>7%. XC Primary DNSAZAEL TWLVDH U
CTULVRWLWDTFHIENRERIRD

https://docs.cloud.f5.com/docs/ves-

concepts/load-balancing-and-proxy#automatic-

certificate-generation

— D®MDLBAT. Custom Certificate&. Automatic CertificateDIF(EAR]
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https://docs.cloud.f5.com/docs/ves-concepts/load-balancing-and-proxy
https://docs.cloud.f5.com/docs/ves-concepts/load-balancing-and-proxy
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Routest¥HE

HARMIR, HTTP-LB & OriginD B

RoutestégE & o o L7RMENR—L—F 4 >0

HTTP Load Balancer

(Method/Path/Header/Port)
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HTTP Load Balancer
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Routest¥EeZ £ U =2 ZIFQDNUNEIFDOrigindDIR D 7317

Routes#BEC. Host HeaderZstlC. #RD 73 F5EDOriginZe iRE
REKTFEICKD. #BE Y h%ZE—DDHTTP Load Balancer(CUXE L. ERAJEE

FQDN#1 Routes

4=
HTTP Load Balancer
FQDN#2 Routes ﬁ‘
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HTTP Load Balancer

Web Application Firewall
* WAF Exclusion Rules

» Data Guard Rules
* Cross-Site Request Forgery Protection

GraphQL Inspection

e Cookie Protection

Bot Defense

API Protection

DoS Protection

Common Security Controls
* IP Reputation

*  Malicious User Detection

*  Rate Limiting

App Firewall

Enforcement Mode (Blocking/Monitoring)

Detection Settings
 Security Policy
 Signature-Based Bot Protection

Advanced configuration

* Allowed Response Status Code

* Mask Sensitive Parameters in Logs
* Blocking Response Page

Action
 Allow/Deny
* App Firewall Action
 Skip
* Detection Control
* Bot Action(Skip)
* Malicious User Mitigation Action(Skip)



HTTP Load Balancer& App Firewall(DE3{%

@ HTTP Load Balancerd4&(Z(d 1 DDApp Firewall'sRETIRE @ App Firewall(F#EERDHTTP Load Balancer. Routes|(C

BENFIAE
HTTP Load Balancer App Firewall

2 HTTP Load Balancer®RoutesSTE & (C. HTTP Load Balancer#2
Bl Z DApp FirewallZ % TERI EE

HTTP Load Balancer#1

App Firewall

App
Firewall#1

FQDN#1 Routes Origin#1

HTTP Load Balancer

FQDN#2 Origin#2

App
Firewall#2
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HTTP Load Balancer®Service PolicyDEd{%

@ HTTP Load BalancerA{&(C (F#E%8DService Policy i 38 TETHE @ Service Policy(F#EZRMHTTP Load Balancer(ZEZEN EIHE

: o
HTTP Load Balancer Service Policy#1 HTTP Load Balancer#1

Service Policy

HTTP Load Balancer#?2

Service Policy#2

Service PolicyB{K. FE/z(E—DDService PolicyHFDRule” & (.
BHT DM (Host#i>, HTTP Headert®, PATH. X{ET/r&) A
BESNDDT. EEOHFHENBHEEIDEEREFNEEULITHZESD
FHETRD
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App FirewallDBRIIESTE

@ HTTP Load BalancerA{R T DRI % TE

FQDN#1

HTTP Load Balancer

2&{%: Domain/PATH/Method

Action:

FQDN#2

Detection Control (Signature ID / Violation Type / Bot Names)

Skip
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App
Firewall#1

Routes

App
Firewall#2

Origin#1

Origin#2

@ Service Policy CODBRINKTE

App
Firewall#1

HTTP Load Balancer#1

Service Policy

HTTP Load Balancer#?2

App
Firewall#2

Service Policy®MDRule& U T, EERAUBRIRENEE
BJge






